DWR Standard Technology Architecture Requirements

The following list of enterprise technology architecture requirements guide the interoperability and sustainability of the DWR technology environment.  All system and application proposals and deliverable solutions should clearly illustrate how each of these architectural requirements are satisfied in their proposed/delivered solution or receive an exemption from the DWR Chief Enterprise IT Architect. 

Enterprise Architecture Requirements
1. Systems that utilize a relational data base must use the Department’s current standard of either Oracle 11gR2 or Microsoft SQL Server 2008SP2.
Systems must be able to run on one of the Department’s standard server operating systems, which currently are:  Red Hat Linux 5.x or Windows 2008 64-bit.
Solution must be able to operate in a VMware ESX environment.
Open standards and the use of common interfaces are required. Use of open standards such as J2EE, .Net, XML, Flex and others allow for ease of integration and provides for a reduction in complexity.
Reusable services must be accessible throughout the heterogeneous DWR network. Web services will be mediated through an enterprise service bus.
Solution must be able to function through a reverse-proxy.
The system must support multiple document types (i.e. XML, XSL, .doc, .xls, .mpp, .vsd, pdf etc.).
The system must have the ability to support device independence at the presentation layer.
The system must use messaging when transportation of information leaves the boundary of application or service.
The system must have the ability to support web services including Simple Object Access Protocol v1.2 (SOAP) and WSDL 2.0 for shared services. Solution development must be done in conjunction with DWR Service Oriented Architecture Standards.
The solution must adhere to DWR’s security architecture standards including authentication and data flow security.
The system must separate the data, rules for managing the data, and the methods of accessing the data from the application.  Infrastructure, data, and applications will be designed in such a way that they can be maintained independently of each other. 
The system must have the native ability to present or supply business data as XML.
The system must have the native ability to render data as PDF, HTML, CSV and XML.
The solution must be LDAP V3 compatible.
Solution must leverage existing DWR information service components including SAP, Adobe Livecycle, ESRI, Documentum, and custom developed information services as appropriate.



Application Requirements
Solution must be able to run on minimum desktop configuration of single CPU, 2GHz, 3GB RAM.
Solution must be able to run on both 32-bit and 64-bit desktop environments.
Solution should be able to run on common industry browsers (IE8, Firefox, Safari, etc.)
Solution should not impose limits on elements, files, volumes, and records.
Solution logic will be developed to a n-tier architecture.
All logical and physical transactional data models will be designed to Third Normal Form (3NF) at a minimum. Analytical data models can be based on industry best practice.
Development team must utilize the Technology Division’s standard Software Development Lifecycle, including supplying artifacts at specific phases of development. All artifacts are to be reviewed and approved by appropriate DWR technical and business staff.
Solution performance will be defined during the analysis phase of the project.
Custom developed software should adhere to DWR technology development standards such as naming conventions, data modeling, user interface and interoperability standards,
Solution lifecycle environment consisting of development, testing, and production will be provided by DWR. Solution provider must comply with DWR’s software promotional migration path.


Geospatial Requirements (when solution requires geospatial services)

Solution must conform to DWR’s existing geospatial data standards.
Geospatial solution should utilize Oracle 11gR2 Spatial.
Solution must utilize ESRI v10.x products such as ArcServer, ArcSDE, Image Server, etc.
Must operate within DWR’s enterprise GIS infrastructure landscape.
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