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Introduction
Purpose of Report
The purpose of this report is to describe the functionality of ESRI’s ArcGIS Online for Organizations (AGOL), describe some potential uses of the tool within DWR, and to estimate costs of use for different activities and levels of use.  This report is intended to guide the Enterprise GIS committee in acting on recommendations regarding how DWR implements ArcGIS Online.  This document is intended to serve as a reference as DWR constructs broader guidance documents and best practices for online publishing of spatial data, maps and GIS applications.
Hitting a Moving Target
Describing AGOL is like attempting to hit a moving target.  One primary problem we repeatedly ran into while researching AGOL was that AGOL is in active and rapid development.  It is an immature toolset, and features are added and altered seemingly on a weekly basis.  This has made it difficult to describe the toolsets available, as any snapshot of the current functionality is likely to be outdated within a few weeks or months.
This is actually a relevant issue, since web-based tools have been and are expected to be in a state of rapid development and flux.  This aspect of web-based tools presents problems for large bureaucratic organizations where change tends to occur slowly.
ArcGIS Online for Organizations
AGOL is a cloud based content management system for managing geographic information.  Through AGOL, users can manage DWR geospatial content, publish maps and data as hosted services in ESRI’s cloud, and author web maps using DWR and other available data.
ArcGIS Online has 2 levels of service:  a free personal account, which allows users to create and publish online maps, and a Organizational account which provides users with the ability to create feature services, and other extended functionality.
DWR has an AGOL Organizational account as part of it’s license agreement with ESRI.
Other Web-Based Mapping Toolsets
Google Maps
Google has a suite of mapping tools that enable simple map creation and sharing through a suite of web-based tools.  There is a lot of overlap between the functionality of Google Maps and AGOL.  In both toolsets, maps can be shared, features can be mapped. 
Google has some advantages as a map-sharing tool.  It is ubiquitous, well-known and understood, and It’s web interface is probably the standard by which other web-based maps are judged.  
Glossary of Terms
This section covers some of the terminology used in describing AGOL services and tools.  ESRI has a variety of terms that they use to describe different services.  There appears to be some differences between how services are described in the context of AGOL versus services in the context of ArcServer.  
Hosted Services
When publishing a map service on to ArcGIS online (or onto ArcServer)(done using ArcMap Desktop 10.1), you have the option of creating a feature service (which allows for editing, adding and deleting features), and/or a tiled map service.  A tiled map service serves images (tiled maps), and is much faster but takes up more space on the server and requires tiles to be created, either locally or by ArcGIS online, which can be expensive computationally or in AGOL service credit usage, respectively.  Feature services can be identified, queried, symbolized, and edited online.  Tiled map services are static, and cannot be edited, queried, or identified.  
Hosted Feature Services
Allows clients to query and edit features.  Features include geometry, attributes and symbology and are organized into alyers and subtypes within a layer.  The REST API feature service resource represents a feature service published with ArcGIS Server.  This resource privides basic information about the feature service including the feature layers and tables that it contains, the service description, etc.  There is no maximum number of services that can be served, but limiting the number of features served will help performance.
Hosted Tiled Map Service
As the title suggests, a tiled map service serves image tiles.  Features are not served individually.  Rather, image tiles are that display the features are rendered once and stored.  The most common example of a tiled map service is a basemap.  Tiled map services can be used to visualize features.  They cannot be used to do analysis.  Features cannot be ‘clicked’ on, identified or queried.  The attribute table is not available for tiled map services.  
Users can create their own tiled map services from features using this functionality.  Image tiles can be created locally, or by ArcGIS Online servers.  Creation of tiles by the ArcGIS server costs 1 credit per 1000 tiles created.
This is usually referred to as a cached map service, as the map tiles are rendered in advance and cached.  
Dynamic Map Service
Creates map tiles on demand from the underlying feature data.  Generally, these are thought to be slower than tiled map services which have done the tile rendering in advance.  ArcGIS Online does not use dynamic 
Image Services
REST
REST stands for Representational State Transfer.  REST provides a description of a resource.  In the context of AGOL, REST describes the web services served over AGOL.

Use Cases
Emergency Response
ArcGIS Online may be useful for quickly building a web map that can be used by decision makers in a flood or other disaster response situation. Accounts would have to be set up for the publishers (GIS Specialists (GISS) working at Incident Command Posts and at the Flood Operations Center (FOC)) and the users (Incident Commanders, Section Chiefs, and their deputies at incident sites and at the FOC). As long as an internet connection is available, the GISS can add incident data to a map that can then serve as a common operating picture. The ability to quickly switch the background basemaps from high quality imagery with reference labeling to USGS topo maps can be very useful.  We recommend that this tool be tested in DWR’s next emergency response exercise to determine it’s usefulness. 
One function of the ICT is to create Incident Report Maps that are used in presentations and reports. These maps need to be shared quickly and conditions can change rapidly so updating and resharing needs to occur unimpeded. One way AGOL helps is that staff would have quick access to much more than just a static map for reports and presentations; with AGOL, interactive maps can be easily added to Microsoft products, like Powerpoint. Field crew can go out with a mobile device, document the real time conditions, and have that information instantly available to the rest of the team. Multiple users can be accessing that same data, including updating and editing, so there can be a deployed team to different areas all updating one data file. This includes easily adding other agencies data, if needed, either hosted on AGOL or services as REST endpoints. 
Some additional benefits of AGOL for the ICT are the following:
· Ability to Access Data Quickly
· Edit and Update Data in the Field
· Access to Real Time Data
· Centralized Location for Data Organization

Mobile apps
DWR field staff deal with many of the same data access and use constraints that emergency response personnel deal with. AGOL’s mobile access for creating, viewing, and editing data across different platforms will benefit the department’s field staff.  Completing tasks digitally in the field decreases time field staff spend updating in the office post field work. Additionally, the data could be available to coworkers and managers instantly with an internet connection. AGOL has also added mobile offline editing so that field crew are not limited by internet connectivity. 

Rapid prototyping online maps
The ability to combine and layer spatial information for analysis is what makes GIS so powerful. Utilizing AGOL one can easily mash up data from separate sources. 

Collaboration
AGOL makes it easy to collaborate and share data across the whole department. AGOL Groups create a centralized place to work together on projects, this allows for more clarity in regards to the current state of the data and project. This is also an easy way to share data and services with non-GIS users. Navigating a rest endpoint is not as intuitive as an ArcGIS Online map. The GIS analyst that created the service only needs to add the service to the AGOL Organization group and that person can access that data in an easy to navigate platform. This will also minimize the duplication of data. Having a place to share your work based off your service eliminates the need to copy the data to share it, which in turn has many benefits: conserves the integrity of the data, keeps the data organized, and saves space on servers.

Simple Embedded maps or Mapping Applications
Programs that have a desire to publish maps to the web for short-term projects or simply datasets, AGOL can be a useful tool for doing so. DWR’s Public Information Officers, with some assistance from a GIS practitioner with an AGOL account, can quickly add a simple webmap to visually convey information to a public that has come to expect it.  AGOL makes it very easy to publish a web map that contains public information and then embed it in a public facing website. Templates are also available to quickly produce and customize a web map application that can be hosted on our own website, with any security settings associated with that website.
[bookmark: _GoBack]Esri has created many shells or skins with the code for most of the basic map elements and widgets like scale bars and the zoom tool, to simplify the process. One only needs to be able to add the data and then choose how they want it to look and function, all without writing any code. Making this available to a broader range of people frees up the time of GIS users and coders to focus on other projects.

Key Issues
ADMINISTRATION and ROLES
ArcGIS Online for Organizations is included with DWR’s enterprise license agreement, but it requires administration beyond what is required for the Desktop and Server licenses. The organization consists of anyone in DWR who has an AGOL organizational account specifically created for them. There are three roles in this organization: user, publisher, and administrator.  A user account is required to view maps created within our AGOL organization, unless the map is made public.  A publisher account is required to create and share maps. Administrator status is required to create the roles, set up groups, and assign publishers and users to the groups. An administrator can also track the credits usage in the organization.  DWR manages its Enterprise GIS on a federated model. The Division of Technology Services (DTS) provides some licensing and infrastructural support, and the Enterprise GIS Committee (chartered by Governance Board) coordinates the business side. Under this model, there is a need for multiple administrators, preferably one administrator for each Division/Office that has interested users and publishers. Some coordination among this cadre of administrators will be necessary in order to track credits usage and other issues that may arise. This could be handled via a monthly conference call. The cadre would function within the purview of the Enterprise Architecture and Applications Subcommittee of the Enterprise GIS Committee. The amount of time that would be required of an administrator would depend on the level of usage within that Division/Office.
Groups
Groups is a feature of AGOL that provides access control.  Groups can be set up within the organizational account.  Maps and the data they contain can be shared to specific groups only, to the entire organization, or to everyone (public).
A group in AGOL for Organizations must be created by an administrator, and each member of a group must have an AGOL account.  For example, a Division, Branch, Section, program, or project workgroup might have data that should not be shared with anyone outside their group. An administrator can set up user and publisher accounts, and then set up any number of groups as needed. Each group can then be open to the account holders appropriate to that group, and closed to everyone else.  The map publisher decides who can view the map by selecting to “share” the map with everyone (public), a specific group or groups, or only our organization (anyone in DWR who has an AGOL account.)
Credits and Credit Usage
Overview
ESRI charges for AGOL usage through a credit system, similar to their credit system for training.  DWR, through it’s annual licence agreement with ESRI, is granted 20,000 AGOL credits each year.  Initially, conversations with ESRI, we were informed that these credits roll over from year to year.  However, ESRI has posted a policy that credits do not roll over, but rather expire at the end of each contract year.  Additionally purchased credits expire 24 months after the date of purchase.
Hosting maps and services, storing data in the cloud, data transfers, and geocoding activities consume credits.  Administrators should keep track of credit usage and identify problems such as sudden large credit consumptions.  If the allotment is used before the end of the year, then additional credits would need to be purchased to continue functionality.  If credits are not used by year end, then they roll over to the next year.
Credit usage to date
As of February 7, 2013, DWR has consumed 30 of the 20,000 credits granted over the 6 months since the subscription began.  Thus far, only a few feature services and maps have been created, and usage has been low.  As more services and maps are created, and more users access AGOL services, the rate of credit consumption is expected to rise.
Credit Schedule
Table X shows the current credit costs for common activities 
Table 1: Service Credit Costs
	Service
	Service Credits Used

	Map Tile Generation
	1 credit per 1,000 tiles generated

	Feature Services
	2.4 credits per 10 MB stored per month

	Tile and Data Storage
	1.2 credits per 1 GB stored per month

	Data Transfer (outbound)
	6 credits per 1 GB

	Tile Loading
	1 credit per 12,000,000 tiles

	Geocoding
	80 credits per 1,000 geocodes

	Simple Route Service
	200 credits per 1,000 simple routes

	Optimized Route Service
	500 credits per 1,000 optimized routes

	Drive-Time (Service Areas) Service
	500 credits per 1,000 drive-times (service area)

	Closest Facility Service
	500 credits per 1,000 closest facilities

	Multi-Vehicle Routing (VRP) Service
	2,000 credits per 1,000 VRP routes



Credit Usage Estimator
ESRI also offers a credit usage calculator that assists in estimating potential usage of credits for various activities.  
Risks
Publishers not familiar with credit usage could potentially use up a large number of credits quickly by doing certain actions.  For example, a publisher could have a large number of tiles created and cached by AGOL for a tiled map service.  Publishers and Administrators should be made aware of actions that could use a large number of credits.  
For example, having tiles rendered by ArcGIS Online servers is an expensive operation, at 1 credit consumed per 1000 tiles created.  A service with 20 million tiles would cost DWR’s entire annual allotment of 20,000 credits.  Conversely, rendering the same 20 million tiles on local machines and then uploading them to ArcGIS Online would cost about 1.5 credits.  
Although there is the potential for exhaustion of credits, it appears that even with a dramatic increase in usage and the number of users, credits granted under the license agreement are probably more than adequate for DWR needs, as long as users are made aware of the costs for activities and make informed decisions.
Services
There are a variety of ways to get data onto ArcGIS Online.  This section describes services that can be hosted through ArcGIS Online and data connection methods.
Feature Services[footnoteRef:1] [1:  A feature service is provides access to the geometry and attribute data of the feature class.  Feature symbolization can be changed, and data can be filtered and queried.] 

There are a few ways feature services can be created in AGOL.  Features in a feature service can be edited, created, deleted, symbolized, and queried.  A feature service serves underlying data, not a rendered tile, to the client application.  The client application then produces the visualization of the service.
Load a Feature class into A map
In this scenario, a map is created in ArcGIS Online, and then data is loaded into the map from a file such as a CSV or zipped shapefile on the local machine.  Using this method, there is a limit of 1000 features, or 200 geocoded addresses.  Features are served within map.  In this case, the feature ‘service’ is embedded in the map itself, and is not available as a separate service outside the map.
Advantages:  simple, quick way to get data into an online map.
Disadvantages:  limited to 1000 features or 200 geocoded addresses
Create Feature Services
You can also create a feature service and include this service in a map.  This seems to have approximately the same performance as making a map with an embedded feature class (see above).  Can enable and disable editing on these features.
Public / Private data
Data can be set to be shared with no one (except the data publisher), with specific groups, with the entire organizations, or with everyone (meaning anyone using AGOL, within and outside the organization).
Publishers need to be made aware that sensitive data could inadvertently be shared with the public if care is not taken in configuring the sharing settings.  Data publishers must take responsibility for determining whether data should be made public or not, and take the appropriate steps to ensure that sensitive data is not shared inappropriately.
DWR Arc Server VS AGOL
ArcGIS Online can be considered a customized ArcGIS Server in the cloud.  DWR also has its own ArcGIS server licence, and has the ability to host maps and services on it’s own servers.  A roadmap for when to host data internally vs. when it is appropriate to host in on AGOL should be developed.
Generally speaking, AGOL is good for smaller datasets and rapid development, and generally static data.  DWR’s servers are better for dynamic data, connection to DWR database sources, larger datasets, and more complicated development.  
Usage by general DWR Staff
Active Directory –
Currently, AGOL requires an administrator to create an account with a unique user name and password for individual users. 
This inhibits DWR from using AGOL widely, as each user must be set up individually to view maps.  Additionally, users must maintain a user name and password just for AGOL.  We have found that when an administrator sets up an invitation to a new user to create an account, the invitation is delivered to the Junk mail folder. Enforcing a unique username and password that is different from our Department username and password is actually a deterrent to using AGOL. 
DWR has discussed connecting AGOL to Active Directory, so that users could simply use their windows workstation login and password.  This would simplify and streamline AGOL use within the department.
ESRI estimates that Active Directory would be implemented sometime in 2013 (Lafferty, 2012).  An outstanding question is how existing user accounts might be migrated into new accounts authenticated with Active Directory.  
Cost for common usage and estimated costs (in use credits) for use cases

Security
Security is an important consideration for any cloud-based computing application.  The decision to store and serve data on shared, remote servers administered by a third party carries with it a number of risks.  Some of the important considerations are detailed below.
Security of data is a broad topic that includes infrastructure and hardware security as well as implementing specific work practices and controls that provide safeguards.
Publishing Controls
One potential security control that could be implemented is to limit publishing data to the general public to Administrators only.  This can be set in the organization configuration.  By doing this, Users and Publishers could publish data internally within the organization, but would have to have an administrator set the data to be viewable by the public if needed.
Recommendations
Don’t advertise release of AGOL to DWR generally until Active Directory Credential Login is Implemented
ArcGIS Online not be implemented broadly in the department until the Active Directory fix is developed by ESRI.  This will ultimately allow users to log into ArcGIS Online using their existing DWR login credentials.

User and Site Administration
Divisions and offices that use AGOL should each have an Administrator who manages users and usage within their area.  Administrators would manage adding and removing users and publishers within their respective division or office.
One recommended further control is to only allow administrators to make data publically available.  That means users and publishers must at least have a conversation with the administrator prior to publishing data outside the organization.  This allows for internal testing and such, and still prevents sensitive data from being inadvertnatly being published immediately.
Time commitment could be several hours a month depending on the number of users in the division.  Administrator meetings are recommended periodically to plan for filling vacant spots, monitoring credit usage, and planning DWR main page content.

Groups
Groups are a further division and allow users in various divisions to share data to other users within that group only.  This provides another layer of security.
It is recommended that each division have a group associated with them.  These groups shall be owned and administered by the respective Division Administrators.
Other recommendations
When creating hosted tile services, create tiles locally
Limit geocoding; use free geocoding services provided by state when possible.
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