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[bookmark: _Toc349024286]Introduction
[bookmark: _Toc349024287]Purpose of Report
The purpose of this report is to describe the functionality of ESRI’s ArcGIS Online for Organizations (AGOL), describe some potential uses of the tool within DWR, and to estimate costs of use for different activities and levels of use.  This report is intended to guide the Enterprise GIS committee in acting on recommendations regarding how DWR implements ArcGIS Online.  This document is intended to serve as a reference as DWR constructs broader guidance documents and best practices for online publishing of spatial data, maps and GIS applications.
[bookmark: _Toc349024288]AGOL: A Moving Target
One primary problem we repeatedly ran into while researching AGOL was that, as with many web technologies, AGOL is still in active and rapid development.  It is an immature toolset, and features are added and altered regularly.  This has made it difficult to describe the toolsets available, as any snapshot of the current functionality is likely to soon be outdated.
Web-based tools have been and are expected to be in a state of rapid development and flux.  This aspect of web-based tools presents problems for large bureaucratic organizations such as DWR where change tends to occur slowly.


[bookmark: _Toc349024289]Description of ArcGIS Online for Organizations
[bookmark: _Toc349024290]Overview
AGOL is a cloud based content management system for managing geographic information.  Through AGOL, users can manage DWR geospatial content, publish maps and data as hosted services in ESRI’s cloud, and author web maps using DWR and other available data.
ArcGIS Online has 2 levels of service:  a free personal account, which allows users to create and publish online maps, and an Organizational account which provides users with the ability to create feature services, and other extended functionality.
DWR’s AGOL Organizational account is part of its annual license agreement with ESRI.
AGOL is a Software as a Service (SaaS) cloud computing model. In this model, users do not manage cloud infrastructure or operating system on which the application is running.  Scalability, hardware and operating system configuration and support are transparent to the user.  Users connect to AGOL software services through an internet connection only.
[bookmark: _Toc349024291]Services
AGOL is a collection of web services that provide a variety of GIS functions accessible through a web browser client.  This section describes the services offered by AGOL.
Hosted Content
AGOL has the ability to host user content on its servers Types of hosted content are:
Web Maps
A web map includes a basemap and 0 or more operational and/or tiled map layers.  Layers can either be stored in the map itself, or reference other feature or tiled map services.
Feature Services
A feature service is provides access to the geometry and attribute data of one or more feature classes.  Feature symbolization can be changed, and data can be edited, added, deleted, and queried.  You can access the attribute table of a feature service within AGOL.
There are a few ways feature services can be created in AGOL.  Features in a feature service can be edited, created, deleted, symbolized, and queried.  A feature service serves underlying data, not a rendered tile, to the client application.  The client application then produces the visualization of the service.  Feature services are often referred to as operational layers.
Tiled Map Service
A tiled map service serves image tiles.  It is used to visualize data.  Data in a tiled map service cannot be edited, queried, added or deleted.  A snapshot of the symbolized data is rendered as image tiles at specified scales.  These tiles are prerendered.  Tiles are served as needed in a map, based on zoom and extent.  Tiled map services are efficient ways to serve visualized data.  The most common tiled map services are basemaps.
Task Services
AGOL also includes some task services such as bulk geocoding capabilities.
[bookmark: _Toc349024292]Publishing Data to AGOL
Data can be published to AGOL in various ways.  This section describes avenues for publishing data to AGOL.
Load a Featuress directly into an AGOL map
In this scenario, a map is created in ArcGIS Online, and then data is loaded into the map from a file such as a CSV or zipped shapefile on the local machine.  Using this method, there is a limit of 1000 features, or 200 geocoded addresses.  Features are served within map. 
 In this method, the data is embedded in the map, and is not available as a separate service outside the map.  Features loaded into a map in this way are included as though they are feature services, and offer edit, delete, add, and query functions, just like standard feature services.
Publish an independent Feature Service from ArcMap 10.1
You can also publish a feature service directly in AGOL.  Feature services can be created from a zipped shapefile or can be published to AGOL directly from ArcMap10.1.  
Feature services seem to have approximately the same functionality and performance as making a map with an embedded feature class (see above).  Features in feature services can be edited, added, deleted and queried.
Publish Tiled map service from ArcMap10.1
A tiled map service can also be published from ArcMap 10.1.  This is done using the same dialog as for publishing a feature service.  
On bug with publishing from ArcMap 10.1 is that you publish the entire map document.  If there are multiple layers in the map, then the layers are flattened to one layer, and published as single tiled map service.
[bookmark: _Toc349024293]Integration with Microsoft Office 2010
ESRI has built tools that enable integration with Microsoft Excel and Powerpoint, allowing the use of live AGOL maps in these applications.  DWR does not yet have Microsoft Office 2010, and these capabilities were not tested for the purposes of this report.

[bookmark: _Toc349024294]Use Cases
Potential use cases for AGOL at DWR are described in this section.  
[bookmark: _Toc349024295]Emergency Response
ArcGIS Online may be useful for quickly building a web map that can be used by decision makers in a flood or other disaster response situation. Accounts would have to be set up for the publishers (GIS Specialists (GISS) working at Incident Command Posts and at the Flood Operations Center (FOC)) and the users (Incident Commanders, Section Chiefs, and their deputies at incident sites and at the FOC). As long as an internet connection is available, the GISS can add incident data to a map that can then serve as a common operating picture. The ability to quickly switch the background basemaps from high quality imagery with reference labeling to USGS topographic maps can be very useful.  We recommend that this tool be tested in DWR’s next emergency response exercise to determine its usefulness. 
One function of the ICT is to create Incident Report Maps that are used in presentations and reports. These maps need to be shared quickly and conditions can change rapidly so updating and resharing needs to occur unimpeded. One way AGOL helps is that staff would have quick access to much more than just a static map for reports and presentations; with AGOL, interactive maps can be easily added to Microsoft products, like PowerPoint. Field crew can go out with a mobile device, document the real time conditions, and have that information instantly available to the rest of the team. Multiple users can be accessing that same data, including updating and editing, so there can be a deployed team to different areas all updating one data file. This includes easily adding other agencies data, if needed, either hosted on AGOL or services as REST endpoints. 
Some additional benefits of AGOL for the ICT are the following:
· Ability to Access Data Quickly
· Edit and Update Data in the Field
· Access to Real Time Data
· Centralized Location for Data Organization
[bookmark: _Toc349024296]Mobile apps
DWR field staff deal with many of the same data access and use constraints that emergency response personnel deal with. AGOL’s mobile access for creating, viewing, and editing data across different platforms will benefit the department’s field staff.  Completing tasks digitally in the field decreases time field staff spend updating in the office post field work. Additionally, the data could be available to coworkers and managers instantly with an internet connection. AGOL has also added mobile offline editing so that field crew are not limited by internet connectivity. 
[bookmark: _Toc349024297]Rapid prototyping online maps
The ability to combine and layer spatial information for analysis is what makes GIS so powerful. Utilizing AGOL one can easily mash up data from separate sources. 
[bookmark: _Toc349024298]Collaboration
AGOL makes it easy to collaborate and share data across the whole department. AGOL Groups create a centralized place to work together on projects, this allows for more clarity in regards to the current state of the data and project. This is also an easy way to share data and services with non-GIS users. Navigating a rest endpoint is not as intuitive as an ArcGIS Online map. The GIS analyst that created the service only needs to add the service to the AGOL Organization group and that person can access that data in an easy to navigate platform. This will also minimize the duplication of data. Having a place to share your work based off your service eliminates the need to copy the data to share it, which in turn has many benefits: conserves the integrity of the data, keeps the data organized, and saves space on servers.
[bookmark: _Toc349024299]Simple Embedded Maps or Mapping Applications
Programs that have a desire to publish maps to the web for short-term projects or simply datasets, AGOL can be a useful tool for doing so. DWR’s Public Information Officers, with some assistance from a GIS practitioner with an AGOL account, can quickly add a simple web map to visually convey information to a public that has come to expect it.  AGOL makes it very easy to publish a web map that contains public information and then embed it in a public facing website. Templates are also available to quickly produce and customize a web map application that can be hosted on our own website, with any security settings associated with that website.
[bookmark: _GoBack]Esri has created many map application templates with the code for most of the basic map elements and widgets like scale bars and the zoom tool, to simplify the process. One only needs to be able to add the data and then choose how they want it to look and function, all without writing any code. Making this available to a broader range of people frees up the time of GIS users and coders to focus on other projects.



[bookmark: _Toc349024300]Key Issues
[bookmark: _Toc349024301]Administration and Roles
ArcGIS Online for Organizations is included with DWR’s enterprise license agreement, but it requires administration beyond what is required for the Desktop and Server licenses. The organization consists of anyone in DWR who has an AGOL organizational account specifically created for them. There are three roles in this organization: user, publisher, and administrator.  A user account is required to view maps created within our AGOL organization, unless the map is made public.  A publisher account is required to create and share maps. Administrator status is required to create the roles, set up groups, and assign publishers and users to the groups. An administrator can also track the credits usage in the organization.  DWR manages its Enterprise GIS on a federated model. The Division of Technology Services (DTS) provides some licensing and infrastructural support, and the Enterprise GIS Committee (chartered by Governance Board) coordinates the business side. Under this model, there is a need for multiple administrators, preferably one administrator for each Division/Office that has interested users and publishers. Some coordination among this cadre of administrators will be necessary in order to track credits usage and other issues that may arise. This could be handled via a monthly conference call. The cadre would function within the purview of the Enterprise Architecture and Applications Subcommittee of the Enterprise GIS Committee. The amount of time that would be required of an administrator would depend on the level of usage within that Division/Office.
[bookmark: _Toc349024302]Groups
Groups are a feature of AGOL that provides access control.  Groups can be set up within the organizational account.  Maps and the data they contain can be shared to specific groups only, to the entire organization, or to everyone (public).
A group in AGOL for Organizations must be created by an administrator, and each member of a group must have an AGOL account.  For example, a Division, Branch, Section, program, or project workgroup might have data that should not be shared with anyone outside their group. An administrator can set up user and publisher accounts, and then set up any number of groups as needed. Each group can then be open to the account holders appropriate to that group, and closed to everyone else.  The map publisher decides who can view the map by selecting to “share” the map with everyone (public), a specific group or groups, or only our organization (anyone in DWR who has an AGOL account.)
[bookmark: _Toc349024303]Managing Published Data
Published data can get messy.  Users with publisher and Admin rights can publish data to AGOL.  This can create problems.  For example, user A publishes a ‘DWR Regions’ feature service.  User B also publishes a DWR Regions feature service.  If both shows up in a search, other users must decide which regions service to use.  Generally, feature services should be used for non-enterprise program data, and access should be limited to the program users, when possible.  Feature services should generally not be made public.
The recommended method for publishing data to ArcGIS Online is by creating a map in AGOL, and loading data into the map.  
[bookmark: _Toc349024304]Credits and Credit Usage
Overview
ESRI charges for AGOL usage through a credit system, similar to their credit system for training.  DW is granted 20,000 AGOL credits each year as part of its annual license agreement.  , conversations with ESRI, we were informed that these credits roll over from year to year.  However, that policy has changed.   ESRI has subsequently posted that credits do not roll over and instead expire at the end of each contract year.  Additionally purchased credits expire 24 months after the date of purchase.
Hosting maps and services, storing data in the cloud, data transfers, and geocoding activities consume credits.  Administrators can and should keep track of credit usage and identify problems such as sudden large credit consumptions.  If DWR’s credits are expended before the end of the year, then additional credits would need to be purchased to continue functionality.
Credit usage to date
As of February 11, 2013, DWR has consumed 32 of the 20,000 credits granted over the 6 months since the subscription began.  Thus far, only a few feature services and maps have been created, and usage has been low.  As more services and maps are created, and more data is stored and transferred, and more users access AGOL services, the rate of credit consumption is expected to rise significantly.
Credit Schedule
Table 1 shows the current credit costs for common AGOL activities 
[bookmark: _Ref348353087]Table 1: Service Credit Costs
	Service
	Service Credits Used

	Map Tile Generation
	1 credit per 1,000 tiles generated

	Feature Services
	2.4 credits per 10 MB stored per month

	Tile and Data Storage
	1.2 credits per 1 GB stored per month

	Data Transfer (outbound)
	6 credits per 1 GB

	Tile Loading
	1 credit per 12,000,000 tiles

	Geocoding
	80 credits per 1,000 geocodes

	Simple Route Service
	200 credits per 1,000 simple routes

	Optimized Route Service
	500 credits per 1,000 optimized routes

	Drive-Time (Service Areas) Service
	500 credits per 1,000 drive-times (service area)

	Closest Facility Service
	500 credits per 1,000 closest facilities

	Multi-Vehicle Routing (VRP) Service
	2,000 credits per 1,000 VRP routes



Credit Usage Estimates
ESRI also offers an online credit usage calculator[footnoteRef:1] that assists in estimating potential usage of credits for various activities.  Using this tool, several credit use scenarios were run to estimate possible future credit use.  We expect that DWR’s usage should fall in the low to moderate usage for the first several years. [1:  http://www.esri.com/software/arcgis/arcgisonline/credits/estimator] 

Scenario 1: High usage
100 users, high data transfers( 2.5GB/user/month), 100 feature services, 4 tile services ranging from small city to state-level updated 1 time per year, 50K geocodes per year, and 50GB of additional storage.  Cost 35,760 credits per year.
Scenario 2: Moderate usage
100 users, average data transfers (1GB/month/user), 100 feature services, 3 tile services updated once annually, 25k geocodes and 50GB additional storage.  Cost:  13,058 credits per year.
Scenario 3: Low usage
60 users, low data transfers (0.1GB/user/month), 60 feature services, no tile services, 15,000 geocodes, 30GB of additional storage.  Cost: 2,323 credits per year.
Risks
Publishers not familiar with credit usage could potentially use up a large number of credits quickly by doing certain actions.  
For example, having tiles rendered by ArcGIS Online servers is an expensive operation, at 1 credit consumed per 1000 tiles created.  A service with 20 million tiles would cost DWR’s entire annual allotment of 20,000 credits.  Conversely, rendering the same 20 million tiles on local machines and then uploading them to ArcGIS Online would cost less than 2 credits.
Although there is the potential for exhaustion of annual credits, it appears that even with a dramatic increase in usage and the number of users, credits granted under the license agreement are probably more than adequate for near-future DWR needs, as long as users are made aware of the costs for activities and make informed decisions.
[bookmark: _Toc349024305]Public / Private data
Data can be set to be shared with no one (except the data publisher), with specific groups, with the entire organizations, or with everyone (meaning anyone using AGOL, within and outside the organization).
Publishers need to be made aware that sensitive data could inadvertently be shared with the public if care is not taken in configuring the sharing settings.  Data publishers must take responsibility for determining whether data should be made public or not, and take the appropriate steps to ensure that sensitive data is not shared inappropriately.
[bookmark: _Toc349024306]DWR ArcServer VS AGOL
ArcGIS Online can be considered a customized ArcGIS Server in the cloud.  DWR also has its own ArcGIS server license, and has the ability to host maps and services on its own servers.  A roadmap for when to host data internally vs. when it is appropriate to host in on AGOL should be developed.  Users can also utilize both by linking their services that are on DWR’s ArcServer to AGOL for sharing with others. This method reduces credit usage because ESRI will not be hosting the service on AGOL.
Generally speaking, AGOL is good for smaller datasets and rapid development, and generally static data.  DWR’s servers are better for dynamic data, connection to DWR database sources, larger datasets, and more complicated development.  
[bookmark: _Toc349024307]Active Directory –
Currently, AGOL requires an administrator to create an account with a unique user name and password for individual users. 
This inhibits DWR from using AGOL widely, as each user must be set up individually to view maps.  Additionally, users must maintain a user name and password just for AGOL.  We have found that when an administrator sets up an invitation to a new user to create an account, the invitation is delivered to the Junk mail folder. Enforcing a unique username and password that is different from our Department username and password is actually a deterrent to using AGOL. 
DWR has discussed connecting AGOL to Active Directory, so that users could simply use their windows workstation login and password.  This would simplify and streamline AGOL use within the department.
ESRI estimates that Active Directory would be implemented sometime in 2013 (Lafferty, 2012).  An outstanding question is how existing user accounts might be migrated into new accounts authenticated with Active Directory.  
[bookmark: _Toc349024308]Security
Security is an important consideration for any cloud-based computing application.  Storing and serving data on shared, remote servers administered by a third party carries real and perceived risks.
Local vs Cloud 
Data is always at risk of being accessed by unauthorized individuals.  While storing sensitive data in the cloud appears to be a more risky practice, this may or may not be the case, depending on the security controls on the local and cloud servers.  A comprehensive analysis of relative risk is beyond the scope of this paper.  Without more research, it should not be assumed that ESRI’s servers are more or less secure from attacks than DWR servers.
Publishing Controls
One potential security control that could be implemented is to limit publishing data to the general public to Administrators only.  This can be set in the organization configuration.  By doing this, Users and Publishers could publish data internally within the organization, but would have to have an administrator set the data to be viewable by the public if needed.

[image: ]
Figure 1:  AGOL Security Settings
 Secure Socket Layers (SSL) Support
AGOL gives administrators the option to allow access to the organization through SSL only.  This provides encryption security to data that could otherwise be intercepted during transfers.  
There are some limitations with requiring SSL.  Most significantly, requiring SSL may compromise the ability to view secure and non-secure data within a single map on some mapping clients.  Second, there will be a performance hit, as all data transfers, including geospatial data such as tiles, , must be encrypted and decrypted before being consumed.  ESRI states that “SSL is intended for organizations that only access their own content and/or content from other SSL organizations.”.
AGOL user authentication is always a secure transfer over HTTPS whether SSL is used or not.  However, if SSL is not used, however, all subsequent traffic between clients and the AGOL server could be intercepted.  This traffic includes any data, whether shared publically or not.
User Access
Administrators can choose to allow or deny anonymous access to the organization.  If anonymous access is allowed, then any AGOL user, logged in or not, can access DWR’s AGOL organization site.  However, only data shared with the public would be viewable by anonymous users.
User Expertise
Designing maps and data that are optimizing for a web-based user experience requires skills and experience beyond what even experienced desktop GIS users may possess, and training may be required to enable users to publish effective maps online. Publishers must consider generalization of features, view scales, symbology, necessary attributes, and spatial references.
AGOL won’t prevent a publisher from publishing non-optimized data.  With ArcGIS 10.1, the ‘analyze map’ tool, which is a required step towards publishing, helps users to configure data and provides some feedback warnings that can help publishers optimize the data, but prevent users from publishing datasets that may not perform well in a web setting.  


[bookmark: _Toc349024309]Recommendations
[bookmark: _Toc349024310]Don’t advertise release of AGOL to DWR generally until Active Directory Credential Login is Implemented
ArcGIS Online not be implemented broadly in the department until the Active Directory fix is developed by ESRI.  This will ultimately allow users to log into ArcGIS Online using their existing DWR login credentials.

[bookmark: _Toc349024311]Appoint AGOL Administrators
Divisions and offices that use AGOL should each have an Administrator who manages users and usage within their area.  Administrators would manage adding and removing users and publishers within their respective division or office.
Time commitment could be several hours a month depending on the number of users in the division.  Administrator meetings are recommended periodically to plan for filling vacant spots, monitoring credit usage, and planning DWR main page content.
[bookmark: _Toc349024312]Only allow Administrators to Publish Publically 
Allow administrators to make data publically available.  That means users and publishers must at least have a conversation with the administrator prior to publishing data outside the organization.  This allows for internal testing and such, and provides a safeguard against accidental publishing of sensitive data to the public.
[bookmark: _Toc349024313]Assign and Use Groups 
Groups are a further division and allow users in various divisions to share data to other users within that group only.  This provides another layer of security.  It is recommended that each division have a group associated with them.  These groups shall be owned and administered by the respective Division Administrators.
[bookmark: _Toc349024314]Use Feature Services Sparingly
Embed data in maps when possible.  Use feature services only for program data, and limit access to feature services when possible.  Do not publish feature services for data intended for the Enterprise.  Check to see if a feature service exists before publishing it yourself.
[bookmark: _Toc349024315]Encourage Practices that Conserve Credits
Whenever possible, users should use AGOL in ways that conserve credits. Below are a few examples of practices that will limit credit usage.  It is up to administrators to monitor and educate users on credit use and practices that conserve credits.  
Render tiles locally
Creating tiles on AGOL Servers is very credit-intensive and should generally be avoided.  Producing tiles locally and uploading to AGOL consumes very few credits.  One unfortunate problem with publishing from ArcMap
Use freely available Geocoders instead of AGOL bulk geocoding
AGOL provides access to geocoding utilities, but bulk geocoding consumes credits.  DWR users already have access to a freely available bulk geocoding service through Cal Atlas.
Limit geocoding; use free geocoding services provided by the State when possible.
Consider migrating data to DWR servers
Data storage and transfer consume credits.  DWR servers should be considered the eventual permanent home for datasets.  Always consider moving data to DWR servers.  Data can still be registered with AGOL, so that it is discoverable and available through AGOL, but won’t consume data storage or transfer credits.
[bookmark: _Toc349024316]Optimize data for performance whenever possible
Data not optimized for web viewing can cause a very poor user experience:  Some common considerations are:
Publishing data in the same spatial reference as the intended basemap. 
 Feature services should be in the same spatial coordinate system and projection as the basemap.  Usually, this will be Web Mercator Auxiliary Sphere (WGS84).  Otherwise, the client application must reproject the data on the fly.  This adds unnecessary load to the client machine.
Create generalized feature classes for viewing at smaller-scale views
Polygons can be simplified for view when zoomed out, and the full-detail polygons can be viewed when zoomed in.  This practice involves setting appropriate view scales, and created multiple feature classes.
Point feature classes present a different problem.  Consider setting scale dependencies for large point feature classes.
Consider reducing size and complexity whenever possible. 
Applying many minor optimizations such as the above will help to improve user experience by decreasing load and draw-times of maps.  These tweaks to the data are in addition to the variety of best practices for web-mapping design, such as limiting the number of operational layers when possible.
For more suggestions on optimizing web map and feature service performance, see Best Practices for Creating Web Maps, and Best Practices for Designing Effective Map Services.  
[bookmark: _Toc349024317]Training 
Skills in ArcGIS Desktop are not sufficient for effective publishing for a web-based map experience.  Additional training is recommended for those users who become AGOL Administrators and Publishers.  Relevant ESRI courses include: 
· ArcGIS for Server: Sharing GS Content on the Web (instructor led course)
· Creating Hosted Map Services with ArcGIS Online (Training Seminar)
We could also consider adding AGOL content to the Intro to GIS course we already teach.


[bookmark: _Toc349024318]Glossary of Terms
This section covers some of the terminology used in describing AGOL services and tools.  ESRI has a variety of terms that they use to describe different services.  There appears to be some differences between how services are described in the context of AGOL versus services in the context of Arc Server.  
Hosted Services
Documentation on AGOL occasionally references ‘hosted services’.  In the context of AGOL, this means services such as feature or tiles services hosted on AGOL servers.  
There are two types of service users can have hosted on AGOL: feature services and tiled map services.  Feature services serve feature geometry and data.  Feature services can be identified, queried, symbolized, and edited by a client application.  Tiled map services serve images (tiled maps).  Tiled map services are fast, can take up a lot of space on the server, and requires tiles to be created either locally or by ArcGIS online, which can be expensive computationally or in AGOL service credit usage, respectively.    Tiled map services are static, and cannot be edited, queried, or identified.  Basemaps are the most common tiled map services.  
Hosted Feature Services
Allows clients to query and edit features.  Features include geometry, attributes and symbology and are organized into layers and subtypes within a layer.  The REST API feature service resource represents a feature service published with ArcGIS Server.  This resource provides basic information about the feature service including the feature layers and tables that it contains the service description, etc.  There is no maximum number of features that can be served, but limiting the number of features served will help performance.
Hosted Tiled Map Service
As the title suggests, a tiled map service serves image tiles.  Features are not served individually.  Rather, image tiles are that display the features are rendered once and stored.  The most common example of a tiled map service is a basemap.  Tiled map services can be used to visualize features.  They cannot be used to do analysis.  Features cannot be ‘clicked’ on, identified or queried.  The attribute table is not available for tiled map services.  
Users can create their own tiled map services from features using this functionality.  Image tiles can be created locally, or by ArcGIS Online servers.  Creation of tiles by the ArcGIS server costs 1 credit per 1000 tiles created.
This is usually referred to as a cached map service, as the map tiles are rendered in advance and cached.  
Dynamic Map Service
Creates map tiles on demand from the underlying feature data.  Generally, these are thought to be slower than tiled map services for which all tile rendering is usually done in advance.  ArcGIS Online does not host dynamic map services.  All AGOL data are either cached tiles or feature services drawn by the client.
Image Services
An image service serves raster images.  Tile map services also technically serve image (raster) data.  The difference is that an image service allows for pixel-level access, and therefore allows for geoprocessing of the raster data, whereas geoprocessing cannot be applied to tile map services.  ArcGIS Online does not provide users the ability to host image services.  However, users can incorporate image services into AGOL maps and applications, and conduct geoprocessing on image services from within AGOL applications.
REST
REST stands for Representational State Transfer.  REST provides a description of a resource.  In the context of AGOL, REST describes the web services served over AGOL.
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